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P U B L I C  C U S T O M E R  R E S O U R C E

ECZ-ID API Passport
Technical Reference
External integration reference for representing, resolving and safely consuming 
API Passport proof.

A P I  PA S S P O R T  ·  T E C H N I CA L  R E F E R E N C E

PRIMARY READER

Developer, architect, 
security engineer, 
integration engineer 
and automated-system 
designer.

SECONDARY READER

Platform/API 
engineering, 
governance, operations 
and technical 
evaluators.

WHEN TO READ THIS

You understand the 
product and need the 
technical object model, 
binding semantics and 
machine-safe 
verification pattern.

RELEASE

2026.10 · 16 October 
2026

W H AT  YO U  W I LL  KN OW  A F T ER  RE A D I N G

You can integrate API ECZ-ID proof without 
confusing identity with authentication, endpoint 
discovery, authority or runtime security.

W H AT  T H I S  D OC U ME N T  D O E S  N OT  E STA B LI S H

This is not an internal schema dump and does 
not invent fields that are absent from the current 
canonical implementation.

NE XT Read the Operations Guide after integration so the identity, bindings, state and evidence 
remain current over time.
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C A N O N I C A L  O B J E C T

What the API ECZ-ID represents

An API Passport represents the intended logical API/service interface - not merely one transient base 
URL, gateway route, cloud resource ID or deployment.

PERSISTENT API IDENTITY

One API ECZ-ID; changing delivery context
Keep the canonical API identity stable while endpoints, gateways, environments and versions evolve.

STABLE IDENTITY

API ECZ-ID
persistent service-interface identity

PRODUCTION · v1

api.example.com/v1

Gateway A

OpenAPI v1

Provider X

PRODUCTION · v2

api.example.com/v2

Gateway B

OpenAPI v2

Provider Y

PRIVATE · v3

internal-api.example.net

Private gateway

OpenAPI v3

Provider Z

Identity continuity
The API ECZ-ID can remain stable while supported bindings, state and evidence are updated.

CA NO N I CA L  ID EN T I T Y

The persistent API ECZ-ID for the logical 
interface being represented.

EXT ER N A L S U R FAC ES

URLs, gateways, provider-native IDs, 
descriptions and environments remain 
bindings/context.

IM P L EM E N TAT I O N  RU LE

When infrastructure changes but the intended logical API remains the same, update supported context 
rather than minting another ECZ-ID merely because the endpoint moved.

mailto:support@ecocitizenz.com


ECZ-ID
RECIPROCAL TRUST INFRASTRUCTURE FOR THE MACHINE 
ECONOMY

API PASSPORT · TECHNICAL REFERENCE

ECZ-ID | EcoCitizenz Ltd | support@ecocitizenz.com API Passport · Technical Reference | Release 2026.10 | 03

PA R E N T  A N D  O P E R AT O R  R E L AT I O N S H I P

Responsibility context is explicit and bounded

Where supported, the API record can relate the object to a Parent/organisation or operator context.

RE P RE S E NT E D  R E LAT IO N S H IP

The record may publish the 
organisation/Parent claiming responsibility for 
the API or relevant operator/service 
relationship where supported.

NOT  U NI V E RSA L AS S U RA N C E

The presence of that relationship does not 
prove every organisational assertion or runtime 
control.

C O N S UM E R R U LE

Evaluate the published relationship and evidence actually present. Do not infer ownership, certification or 
authority that is not represented.

C H A N G E  H A ND LI N G

If the responsible organisation changes, use 
the canonical control path and re-check the 
resulting public proof.

D UP LI CAT E H A N D LI N G

Do not create a replacement API identity solely 
because organisation/account access 
changed.

mailto:support@ecocitizenz.com
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S U P P O R T E D  B I N D I N G  C L A S S E S

Connect stable identity to changing technical 
surfaces
Bindings are external references associated with the canonical API ECZ-ID according to available 
state/evidence.

EN D P O IN T  /  B AS E  U RL

Public or private address used to reach the API 
where supported.

GAT EWAY  /  P R OV I D E R I D

API gateway, cloud resource or provider-native 
identifier as contextual binding.

OP EN A P I  /  D ES C RI P T I O N

Machine-readable or human-readable 
interface description where supported.

SE RV I C E  /  WO R KLOA D

Relationship to the service or workload the API 
fronts or represents.

EN V I RO N M E N T  /  V ER S IO N

Production/staging, version or release context 
where supported.

RE P O S I TO RY  /  D O C U M EN TAT IO N

Supporting source or documentation 
references where appropriate.

BI N D I N G  LAW

Provider-native and endpoint identifiers remain bindings/context. They do not replace the ECZ-ID as the 
canonical identity authority.

mailto:support@ecocitizenz.com
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S TAT E  A N D  F R E S H N E S S

Point-in-time truth needs a freshness policy

The published state is useful only when consumers know whether it is fresh enough for the 
consequence they are about to allow.

STAT E  EX A M P LE S

Environment, version, lifecycle status, 
availability/degradation context or other 
supported point-in-time state.

FR ES H N E S S  P O L I C Y

Choose re-resolution frequency according to 
how quickly relevant endpoint, version, 
evidence or operator context can change.

D O  N OT  CAC H E A  T RU ST  C O N C L US I O N  F O RE V ER

A previously observed record can become stale. Cache only according to the use case; re-resolve 
before high-consequence interactions when current proof matters.

MI S S I N G  STAT E

Treat required absent state as not established.

MI S M ATC H ED  STAT E

If environment/version does not match the 
intended target, challenge or deny according 
to policy.

mailto:support@ecocitizenz.com
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E V I D E N C E  S E M A N T I C S

Evidence is bounded by source, scope and 
freshness
Evidence can support claims about organisation context, bindings, state or other API properties. It does 
not become an unlimited “trusted” verdict merely by being present.

EVA L UAT E  E AC H  RE FE RE N C E

Source · scope · freshness · what claim it 
actually supports.

D O  N OT  I N F ER

Presence of evidence does not prove 
unrelated behaviour, security posture or 
operational correctness.

SA F E C O N S UM P T IO N

Use evidence only for the decision it can legitimately support. If a required claim has no relevant 
evidence, treat that claim as not established.

OP EN A P I  EX A MP LE

An OpenAPI binding can support interface-
description context; it does not prove every 
runtime behaviour matches the document.

P ROV ID ER - ID  EX A MP LE

A cloud resource binding can support 
association to that provider object; it does not 
become canonical identity authority.

mailto:support@ecocitizenz.com
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A U T H O R I T Y  A N D  A P I  A U T H O R I Z AT I O N

Identity is not permission to invoke an operation

API Passport can support context for an authorization decision, but it does not itself authenticate the 
caller or grant permission to call an endpoint.

PRE-CALL VERIFICATION

Verify identity and context before an API call
Use Passport proof as one input; keep API authentication and runtime authorization separate.

1 Obtain API ECZ-ID

from documentation,
integration or counterpart

2 Resolve

confirm family/object
and organisation context

3 Inspect bindings

base URL, gateway,
OpenAPI / description

4 Check freshness

state, version,
evidence and lifecycle

5 Evaluate action policy

what authority/context
does this action require?

6 Authenticate separately

API key, OAuth, mTLS
or supported method

7 Call or fail safely

proceed only when
policy is satisfied

Boundary: API identity and proof do not replace API authentication or authorization.

If required proof is absent, stale or mismatched, challenge, deny or re-resolve according to policy.

PAS S P O RT  L AY E R

Target identity, organisation, bindings, state, 
evidence and supported authority/context 
where present.

AU T H O RI Z AT I O N  LAY ER

Caller authentication, scopes/roles, gateway 
policy, application policy and action-specific 
permission.

RU LE

Evaluate authority for the specific action at the point of consequence. Never convert identity into blanket 
API permission.

mailto:support@ecocitizenz.com


ECZ-ID
RECIPROCAL TRUST INFRASTRUCTURE FOR THE MACHINE 
ECONOMY

API PASSPORT · TECHNICAL REFERENCE

ECZ-ID | EcoCitizenz Ltd | support@ecocitizenz.com API Passport · Technical Reference | Release 2026.10 | 08

R E S O LV E R  R E P R E S E N TAT I O N

Public proof and machine resolution

Resolver is the public, read-only proof surface. A customer or machine can independently re-check the 
API record without using the Dashboard control plane.

RESOLVER RE-CHECK

Turn a presented ECZ-ID into a bounded decision input
Resolve the current public record, inspect only what is present, and fail safely when required proof is missing.

Consumer

receives or discovers
an API ECZ-ID

ECZ-ID Resolver
public · read-only · re-checkable

GET /api/p/{ecz_id}.json

Identity + family

Is this the API object expected?

Organisation

Who claims responsibility?

Bindings

Endpoint / description / service refs

State

Environment / version / lifecycle

Evidence

What source, scope and freshness?

Authority context

What is supported for this decision?

If required proof is present and fresh → evaluate policy / proceedIf absent, stale or mismatched → challenge, deny or re-resolve

MAC H I N E- R EA DA BL E R O UT E

GET https://api.ecocitizenz.com/api/p/{ecz_id}.json

C O N S UM E R B E H AV I O UR

Parse only fields actually returned; check 
family/object and context relevant to your 
decision.

FA I L UR E B E H AV I O UR

Distinguish not-found, missing evidence, 
mismatch and network/client failure. Do not 
fabricate fallback identity.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
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I N T E G R AT I O N  PAT T E R N

A machine-safe pre-call sequence

Use the Passport before connection or invocation when identity continuity, target context or freshness 
matters.

PRE-CALL VERIFICATION

Verify identity and context before an API call
Use Passport proof as one input; keep API authentication and runtime authorization separate.

1 Obtain API ECZ-ID

from documentation,
integration or counterpart

2 Resolve

confirm family/object
and organisation context

3 Inspect bindings

base URL, gateway,
OpenAPI / description

4 Check freshness

state, version,
evidence and lifecycle

5 Evaluate action policy

what authority/context
does this action require?

6 Authenticate separately

API key, OAuth, mTLS
or supported method

7 Call or fail safely

proceed only when
policy is satisfied

Boundary: API identity and proof do not replace API authentication or authorization.

If required proof is absent, stale or mismatched, challenge, deny or re-resolve according to policy.

RE FE RE N C E  O RD ER

Resolve identity → confirm object/organisation → inspect endpoint/description bindings → check 
state/evidence freshness → evaluate action policy → authenticate separately → call or fail safely.

D O  N OT  I N F ER

Do not infer authentication, permission or 
safety from the Passport alone.

D O  RE - RE S O LV E

Re-resolve when endpoint, state, evidence or 
consequence requires current proof.

mailto:support@ecocitizenz.com
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C A L L E R  ↔  A P I  R E L AT I O N S H I P S

Reciprocal trust across machine actors

A calling Agent, service or workload and the API can each carry resolvable identity. Policy can evaluate 
both sides and the relevant relationship/evidence rather than one opaque assertion.

CA LLI N G  S I D E

Agent / service / workload / organisation 
identity, responsibility and supported action-
specific authority context where separately 
represented.

A P I  S I D E

API ECZ-ID, responsible organisation, 
endpoint/description bindings, current state 
and evidence.

D EC I S IO N  B O U NDA RY

The interaction can compare the intended caller, intended API and the relationship/policy relevant to this 
operation. Authentication and runtime controls still apply.

EX A M P LE

An agent resolves the API Passport before 
invoking a consequential endpoint, then 
authenticates and presents the permissions 
required for that specific operation.

BE N EF I T

The target identity remains independently re-
checkable even when the endpoint or gateway 
changes.

mailto:support@ecocitizenz.com
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E N V I R O N M E N T  A N D  V E R S I O N  S E M A N T I C S

Treat environment/version as context around one 
logical API
An API may expose multiple environments or versions. Whether they share one logical identity or 
require distinct identities depends on the intended object boundary; do not decide by URL alone.

SA M E LO G I CA L A P I

A production endpoint moves 
gateway/provider or version while remaining 
the same intended service interface → 
preserve ECZ-ID and update bindings/state 
where appropriate.

D I FF ER EN T  LO G I CA L O B J E C T

A materially distinct API/service interface with 
different responsibility or object boundary may 
legitimately need its own Passport.

OB J E C T- BO U N DA RY  RU LE

Identity follows the intended logical object, not a mechanical “one URL = one Passport” rule.

C O N S UM E R C H E C K

Confirm the returned environment/version is 
appropriate for the intended interaction.

OP ER ATO R C H E C K

Keep supported environment/version bindings 
and evidence current through the canonical 
control plane.

mailto:support@ecocitizenz.com
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L I F E C YC L E  A N D  M U TAT I O N  M O D E L

Change context, preserve identity

When the logical API remains the same, update supported context instead of minting another ECZ-ID 
merely because infrastructure moved.

OPERATIONS LIFECYCLE

Preserve identity; update the context around it
Most API changes should update supported bindings, state and evidence rather than create a replacement identity.

Confirm canonical API

start from the
intended API ECZ-ID

Update bindings

endpoint · gateway
OpenAPI · service refs

Refresh evidence

source · scope
freshness

Publish state

environment · version
lifecycle context

Resolver re-check

confirm public proof
after the change OPERATING LAW

KEEP THE ECZ-ID
when the logical API

is still the same

T Y P I CA L  M UTAT IO N S

Base URL · gateway · OpenAPI/description · 
provider ID · environment/version · evidence · 
organisation relationship · published state.

T Y P I CA L  N O N -M U TAT I O N

The canonical API ECZ-ID remains stable when 
those contextual elements change for the 
same logical API.

A FT E R EV E RY  M AT E RI A L  C H A N G E

Re-resolve the public record and confirm counterparties can observe the intended current context.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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FA I L U R E  H A N D L I N G

Do not fabricate identity when proof is missing

Integrations should distinguish identity/proof problems from transport/authentication problems and 
apply fail-safe behaviour appropriate to the consequence.

NOT  F OU N D

Confirm identifier and official Resolver route; 
do not create a fallback identity in the caller.

FA M I LY /O B J E C T  M I S M ATC H

Reject or challenge if the record is not the API 
object expected.

MI S S I N G  B IN D IN G / E V ID EN C E

Treat it as absent; do not infer from historical 
configuration or marketing copy.

STA LE  STAT E

Re-resolve or require fresh evidence before 
proceeding when consequence demands it.

NE T WOR K/ C LI EN T  FA I L UR E

Distinguish inability to fetch proof from proof 
that the API identity is invalid.

AU T H EN T I CAT I O N FA I L UR E

Handle in the API auth layer; it is not proof the 
Passport identity is wrong.

FA I L-SA F E P RI N C I P L E

When required identity/context is absent or too stale for the action, challenge, deny, delay or seek fresh 
proof according to policy - never silently infer.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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D E V E L O P E R  Q U I C K  R E F E R E N C E

The external contract in one page

Keep this model in mind when integrating API Passport into a client, gateway, agent or policy path.

OBJECT Logical API/service interface CANONICAL ID Persistent API ECZ-ID

PUBLIC PROOF ECZ-ID Resolver MACHINE ROUTE GET /api/p/{ecz_id}.json

RESPONSIBILITY Parent/organisation context 
where supported

BINDINGS Endpoint, gateway/provider IDs, 
OpenAPI/description, service refs

STATE Point-in-time published context 
where supported

AUTHORITY Action-specific context where 
present; never blanket permission

AUTH Separate API 
authentication/authorization layer

FAILURE Do not infer missing proof; fail 
safely according to consequence

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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N E XT  D O C U M E N T

Operate the Passport over time

The integration is only useful if endpoint bindings, state, evidence and responsibility context remain 
current.

RE A D  N E XT

ECZ-ID API Passport Operations, Lifecycle and Troubleshooting Guide

OP ER ATO R O U TC O M E

Maintain one canonical identity while API 
infrastructure and evidence evolve.

C O N S UM E R O U TC O M E

Counterparties can continue to re-check 
current public proof rather than depending on 
stale integration assumptions.

SU P P O RT

support@ecocitizenz.com · Include the ECZ-ID, failed step, visible error and occurrence time. Never 
send passwords, API keys, tokens, certificates or other secrets.

Related shared reading: Resolver & Passport Verification Guide · Security, Trust Boundaries & Safe 
Interpretation · Customer Dashboard & Operations Guide

mailto:support@ecocitizenz.com
mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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