
ECZ-ID
RECIPROCAL TRUST INFRASTRUCTURE
FOR THE MACHINE ECONOMY

P U B L I C  C U S T O M E R  R E S O U R C E

ECZ-ID API Passport
Operations, Lifecycle and Troubleshooting 
Guide
Run the API Passport safely as endpoints, gateways, versions, evidence and 
organisation context change over time.

A P I  PA S S P O R T  ·  O P E R AT I O N S

PRIMARY READER

Administrator, 
API/platform 
operations, security 
operations, support 
engineer and estate 
owner.

SECONDARY READER

Developers, 
architecture, 
governance and service 
owners.

WHEN TO READ THIS

The Passport exists and 
you need to keep its 
public proof aligned 
with the real 
API/service interface 
over time.

RELEASE

2026.10 · 16 October 
2026

W H AT  YO U  W I LL  KN OW  A F T ER  RE A D I N G

You can operate state, bindings, evidence and 
lifecycle changes without losing canonical 
identity or creating duplicates.

W H AT  T H I S  D OC U ME N T  D O E S  N OT  E STA B LI S H

This guide does not replace your API runtime, 
gateway, authentication or incident-management 
procedures.

NE XT Use the recurring one-minute runbook and re-check Resolver after material changes.
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F I R S T  O P E R AT I O N A L  C H E C K

Know the identity before you change anything

Before modifying bindings or evidence, confirm which API ECZ-ID is the canonical record for the 
intended logical interface.

C O N FI R M IN  DAS H B OA RD

Locate the intended API Passport and verify 
the object/organisation relationship before 
making permitted changes.

C O N FI R M IN  R ES O LV E R

Resolve the ECZ-ID publicly and note the 
currently published state, bindings and 
evidence visible to counterparties.

OP ER AT IN G  P RI N C I P LE

Start from the canonical identity, then change context around it. Do not start from a URL or provider 
resource and mint a new ECZ-ID by default.

RE C O RD  T H E  I N T EN D E D  O B J E C T

Which logical API/service interface is this?

RE C O RD  T H E  C H A N G E S C O P E

Endpoint · gateway · description · state · 
evidence · organisation · version/environment.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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DA S H B OA R D  V S  R E S O LV E R

Control privately; prove publicly

Operational teams need to know which surface is authoritative for customer actions and which surface 
is used by counterparties to verify the result.

DAS H B OA RD  ·  AU T H E NT ICAT E D  C O N T R O L

Use for permitted customer/estate actions, 
relationships, evidence, products/entitlements 
and operational views available to the account.

RE S OLV E R ·  P UB LI C  P R O OF

Use to inspect the bounded public record and 
verify what a human or machine can 
independently re-check.

C H A N G E  F LOW

Make the permitted change through the canonical customer control path → confirm current state → 
resolve the public record → verify the intended proof is visible.

D O  N OT  M U TAT E  T H R OU G H  RE S O LV ER

Resolver is intentionally read-only.

D O  N OT  U S E DAS H B OA R D  AS  P U BL IC  P R O O F

A counterparty should be able to verify 
through Resolver without private account 
access.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
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E N D P O I N T ,  G AT E WAY  A N D  D E S C R I P T I O N  C H A N G E S

Update context without losing identity continuity

API operations commonly involve URL migration, gateway replacement, provider moves, OpenAPI 
updates, new versions or environment cutovers.

OPERATIONS LIFECYCLE

Preserve identity; update the context around it
Most API changes should update supported bindings, state and evidence rather than create a replacement identity.

Confirm canonical API

start from the
intended API ECZ-ID

Update bindings

endpoint · gateway
OpenAPI · service refs

Refresh evidence

source · scope
freshness

Publish state

environment · version
lifecycle context

Resolver re-check

confirm public proof
after the change OPERATING LAW

KEEP THE ECZ-ID
when the logical API

is still the same

P RE S ERV E  E C Z-I D  W H E N

The intended logical API remains the same 
while supported technical bindings change.

C O N S I D ER  O B J EC T  B OU N DA RY  W H EN

The change creates a materially distinct logical 
API with separate responsibility or lifecycle.

A FT E R T H E C H A N G E

Re-resolve and confirm the new endpoint/description/state context is published as intended before 
counterparties depend on it.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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E V I D E N C E ,  V E R S I O N  A N D  E N V I R O N M E N T  R E V I E W

Keep bounded proof current

Evidence should be reviewed according to source, scope and freshness. Environment/version context 
should reflect the intended operational object where supported.

RE V IE W  T RI G G E RS

• gateway/provider migration
• new API version
• OpenAPI/description change
• production/staging cutover
• evidence expiry or replacement

RE V IE W  Q U EST I O N S

• does the binding still point to the intended 
object?
• is the state current?
• does evidence still support the claim?
• does version/environment match the 
intended target?

D O  N OT  E Q UAT E D ES C RI P T IO N  W IT H  RU N T I M E

A current OpenAPI document may support interface context, but it does not automatically prove every 
runtime behaviour or control.

RE FR ES H

Update supported evidence and state through 
the canonical control path.

V ER IF Y

Resolve again and inspect what counterparties 
can now observe.

mailto:support@ecocitizenz.com
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O R G A N I S AT I O N  A N D  R E S P O N S I B I L I T Y  C H A N G E S

Change the relationship carefully

If the organisation/operator relationship changes, update the supported relationship through the 
canonical customer control path and verify the public result.

BE FO R E C H A N G I N G

Confirm the intended API ECZ-ID and the 
current Parent/organisation relationship.

A FT E R C H A N G I N G

Verify the new relationship, current state and 
relevant evidence in Resolver.

D O  N OT  U S E RE -I S S UA N C E AS  AC C O U N T  RE C OV ERY

A change of user access, sign-in or organisation administration does not automatically mean the API 
itself needs a new ECZ-ID.

BO U N DA RY

Responsibility context is not universal 
assurance or blanket authority.

AU D I T  H A B I T

Record when the relationship changed and re-
check proof at consequential boundaries.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
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L I F E C YC L E  S TAT E S

Make material lifecycle changes visible to 
counterparties
Operational truth is useful when counterparties can tell that an API is current, suspended, degraded, 
withdrawn or otherwise changed according to the canonical state model where supported.

C U RR EN T

Use when the published record represents the 
intended active context.

D EG R A D E D

Use supported state/evidence to communicate 
material degradation where available.

SU S P E N D E D

A temporary state should be visible rather than 
hidden behind a stale “current” assumption.

W I T H D R AW N  /  RE T I RE D

Retain identity continuity where appropriate 
while making lifecycle status explicit.

C O N S UM E R E X P EC TAT I O N

A counterparty should re-resolve rather than assuming an old “good” state is still current.

mailto:support@ecocitizenz.com


ECZ-ID
RECIPROCAL TRUST INFRASTRUCTURE FOR THE MACHINE 
ECONOMY

API PASSPORT · OPERATIONS

ECZ-ID | EcoCitizenz Ltd | support@ecocitizenz.com API Passport · Operations | Release 2026.10 | 08

R E S O LV E R  R E - C H E C K  P O L I C Y

Freshness belongs in operations

Use re-resolution as an operational control whenever endpoint, version, organisation, evidence or state 
can change faster than your cached decision.

RESOLVER RE-CHECK

Turn a presented ECZ-ID into a bounded decision input
Resolve the current public record, inspect only what is present, and fail safely when required proof is missing.

Consumer

receives or discovers
an API ECZ-ID

ECZ-ID Resolver
public · read-only · re-checkable

GET /api/p/{ecz_id}.json

Identity + family

Is this the API object expected?

Organisation

Who claims responsibility?

Bindings

Endpoint / description / service refs

State

Environment / version / lifecycle

Evidence

What source, scope and freshness?

Authority context

What is supported for this decision?

If required proof is present and fresh → evaluate policy / proceedIf absent, stale or mismatched → challenge, deny or re-resolve

RE -C H E C K  A F T ER

Material configuration changes · 
provider/gateway cutovers · version changes · 
organisation changes · evidence refresh · 
lifecycle changes.

RE -C H E C K  B EF O RE

High-consequence calls or policy decisions 
where stale target identity/context would 
matter.

CAC H E  RU LE

Cache only according to use case. Re-resolve when freshness policy requires current proof.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
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D U P L I C AT E  P R E V E N T I O N

One logical API, one canonical identity where 
supported
Duplicates create ambiguity for operators, developers, consumers and counterparties.

C O M M ON  D UP LI CAT E T R I G G ER

A gateway migration, new AWS subscription, 
sign-in issue, provider move or version change 
is mistaken for a need to mint another identity.

C O RR EC T  R ES P ON S E

Identify the intended logical API, recover or 
reuse the canonical account/Parent/Passport 
where supported, then update bindings/state 
instead.

D UP LI CAT E C H E C K

Before any new issuance, search/resolve the known ECZ-ID and determine whether the existing record 
represents the same intended logical API.

IF  SA ME  O B J EC T

Preserve identity; update context.

IF  G E N UI N ELY  D IST IN C T  O B J EC T

Issue a separate Passport only when the 
object boundary legitimately differs.

mailto:support@ecocitizenz.com
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AC C O U N T  R E C OV E R Y  A N D  AC C E S S

Recover control without duplicating the estate

A sign-in or recovery problem is not evidence that the API Passport should be reissued.

AC C OU N T  P RO B LE M

Recover supported account access and 
confirm the organisation/Parent context.

PAS S P O RT  P RO B LE M

Only investigate issuance/reuse if the 
canonical API identity itself is missing or 
incorrect.

RE C OV E RY  LAW

Restore access to the canonical estate first. Do not create replacement accounts, Parents or Passports 
merely to work around a sign-in failure.

A FT E R RE C OV E RY

Confirm Dashboard shows the intended API 
Passport.

T H EN  V ER IF Y

Resolve the same ECZ-ID publicly and confirm 
the record remains consistent.

mailto:support@ecocitizenz.com
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C O M M O N  FA I L U R E S

Diagnose by layer

Separate acquisition/account/control problems from proof/binding/freshness and API runtime 
problems.

W RO N G  A P I  /  W RO N G  EC Z- I D

Confirm object boundary and identifier before 
changing anything.

EN D P O IN T  B I N D I N G  STA LE

Update the supported binding; do not mint a 
replacement identity by default.

OP EN A P I /D E S C RI P T I O N  M IS S I N G

Treat it as absent unless supported evidence 
exists; do not infer.

RE S OLV E R N OT  F O UN D

Check identifier and acquisition/issuance 
state; distinguish from network failure.

STAT E /E V I D E N C E  STA LE

Refresh through the canonical control path, 
then re-resolve.

A P I  AU T H  FA I LU R E

Diagnose OAuth/API key/mTLS/gateway policy 
separately from Passport identity.

ES CA L AT E  W I T H  LAY ER  C O N T E XT

Tell support whether the failure is acquisition, account access, Passport issuance/reuse, Dashboard 
control, Resolver proof, binding/state or API runtime/authentication.

mailto:support@ecocitizenz.com
https://resolver.ecocitizenz.org/
https://resolver.ecocitizenz.org/
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S U P P O R T  E S C A L AT I O N

Send enough context - never secrets

Good support context shortens diagnosis while preserving security.

IN C LU D E

• ECZ-ID / Passport ID if available
• AWS account context if relevant
• failed stage
• visible error
• occurrence time
• expected vs observed behaviour

NE V E R I N C L U D E

• passwords
• API keys or OAuth tokens
• AWS Marketplace registration tokens
• private keys / certificates
• other credentials or secrets

SU P P O RT

support@ecocitizenz.com

If the issue affects a consequential production interaction, apply your own operational 
and security controls while the identity/proof issue is investigated.

mailto:support@ecocitizenz.com
mailto:support@ecocitizenz.com
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O N E - M I N U T E  O P E R AT O R  R U N B O O K

The recurring operational rhythm

Use this as the minimum repeatable check for an API Passport in service.

1 Identify

Confirm the canonical API ECZ-ID.

2 Inspect

Check Dashboard relationship, bindings, 
state and evidence.

3 Update

Apply permitted contextual changes; 
preserve identity when the logical API is 
the same.

4 Resolve

Re-check public proof after material 
change.

5 Challenge

If required proof is 
missing/stale/mismatched, do not silently 
infer.

6 Escalate

Send bounded context to support - never 
secrets.

OP ER AT IN G  O U TC O M E

Counterparties can continue to resolve one durable API identity while the supported endpoint, 
description, environment, state and evidence around it change.

mailto:support@ecocitizenz.com
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